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Executive Summary

3.28 25 15 0

OVERALL SCORE CONTROLS GAPS CRITICAL

Maturity by Domain

Domain Average Score Level
Autenticagao 3.29/5 3
Monitorizacdo (MON) 3.33/5 3
Ciclo de Vida (JML) 3.17/5 3
Privilégio (PAM) 3.33/5 3

Compliance by Standard

Standard Compliance Compliant Controls

ISO 27001:2022 39/44
88.6%

NIST CSF 2.0 G
88.9%

CiS Controls v8 rre———
85.7%
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IBGC 62 Edigao 86.8% 33/38

PSI-CORP-001 12/15

80.0%

ISF SGP 2024 22/25

88.0%
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Maturity Gaps

Control Domain Current Target Priority
AUTH-005 Authentication 9 Q High
MON-004 Monitoring (MON) (2] (4] High
JNL-004 Identity Lifecycle (JML) (2] (4] High
AUTH-003 Authentication 3 a

IML-002 dentity Lifecycle (JML) 3 (4]

JML-006 Identity Lifecycle (JML) 3 (4]

MON- 002 Monitoring (MON) 3 (4]

PAM-002 Privileged Access (PAM) 3 Q

PAM-003 Privileged Access (PAM) 3 Q

PAM-005 Privileged Access (PAM) 3 (4]

AUTH-004 Authentication 3 Q

AUTH-007 Authentication 3 (4]

IML-003 dentity Lifecycle (JML) 3 (4]

MON-001 Monitoring (MON) 3 (4]

PAM-006 Privileged Access (PAM) 3 (4]

Recommendations

AUTH-005 [High]

Block interactive login and rotate Service Account secrets every 90 days (or use Managed
Identity)....

Action: Evolve from level 2 to 3 - Rotacdo manual periddica (Planilha de controle).

MON-004 [High]

P1 alerts for changes to Tier 0 groups (Global/Domain Admins) with out-of-band
notification....
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Action: Evolve from level 2 to 3 - Relatdrio didrio de mudancas.

JML-004 [High]

Quarterly Access Certification campaigns with automatic revocation if there is no
response....

Action: Evolve from level 2 to 3 - Anual (Todos) via Planilha Excel.

AUTH-003

Configure Smart Lockout: block the threat actor (IP), not the user account (AD), after 10
failed att...

Action: Evolve from level 3 to 4 - Smart Lockout em modo Audit (Log only).

JML-002
Review trigger on transfers: a change of role in HR initiates access recertification....

Action: Evolve from level 3 to 4 - Gatilho automatico gera tarefa de revisao.

JML-006
Strict expiration (TTL) for guest (B2B) accounts, requiring sponsor renewal....

Action: Evolve from level 3 to 4 - TTL automatico (90 dias) com renovacao.

MON-002
Automatic blocking based on Risk (User/Sign-in Risk) for high-risk events....

Action: Evolve from level 3 to 4 - Alerta integrado ao Ticket (SOAR).

PAM-002
Separate accounts: adm-user (no email/web) for management and user for daily use....

Action: Evolve from level 3 to 4 - Contas Cloud-Only, MFA forte.

PAM-003

Remove local administrator account and use LAPS for unique, per-workstation rotated
passwords....

Action: Evolve from level 3 to 4 - LAPS em 100% com auditoria de uso.

PAM-005

2 monitored Emergency (Break Glass) accounts, cloud-only, excluded from MFA and with
a long password...

Action: Evolve from level 3 to 4 - 2 contas cloud-only, alertas configurados.
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