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Executive Summary

2.56 25 22 2

OVERALL SCORE CONTROLS GAPS CRITICAL

Maturity by Domain

Domain Average Score Level
Autenticacao 2.43/5 9
Privilégio (PAM) 2.5/5 (2]
Ciclo de Vida (JML) 2.67/5 (2]
Monitorizaco (MON) 2.67/5 (2]

Compliance by Standard

Standard Compliance Compliant Controls

ISO 27001:2022 23/44
52.3%

NIST CSF 2.0 _ 15/27
55.6%

CIS Controls v8 - 14/28
50.0%

LGPDIGDPR ] 1325

52.0%
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IBGC 62 Edigao 50.0% 19/38

PSI-CORP-001 8/15

53.3%

ISF SGP 2024 13/25

52.0%
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Maturity Gaps

Control Domain Current Target Priority
AUTH-004 Authentication 0 Q Critical
PAM-006 Privileged Access (PAM) 0 G Critical
AUTH-001 Authentication (2] (4] High
AUTH-005 Authentication (2] (4] High
AUTH-007 Authentication (2] (4] High
JML-003 Identity Lifecycle (JML) (2] (4] High
JML-005 Identity Lifecycle (JML) (2] (4] High
MON-001 Monitoring (MON) (2] (4] High
MON-004 Monitoring (MON) 9 Q High
MON-006 Monitoring (MON) (2] (4] High
PAM-004 Privileged Access (PAM) (2] (4] High
JML-004 Identity Lifecycle (JML) 9 a High
AUTH-002 Authentication 3 (4]

AUTH-003 Authentication 3 (4]

IML-002 Identity Lifecycle (JML) 3 (4]

JML-006 Identity Lifecycle (JML) 3 Q

MON-002 Monitoring (MON) 3 Q

MON-003 Monitoring (MON) 3 (4]

PAM-001 Privileged Access (PAM) 3 (4]

PAM-002 Privileged Access (PAM) 3 a

PAM-003 Privileged Access (PAM) 3 G

PAM-005 Privileged Access (PAM) 3 (4]
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Recommendations

AUTH-004 [Critical]

Real-time checking of banned passwords against global (pwned) lists and company
dictionaries....

Action: Evolve from level 1 to 2 - Politica de complexidade basica.

PAM-006 [Criticall

Require dedicated Privileged Access Workstations (PAW) to access management consoles
(Azure/AWS)....

Action: Evolve from level 1 to 2 - PC padrdo com usudrio separado.

AUTH-001 [High]

Enforce Phishing-resistant MFA (FIDO2/CBA) for all administrative accounts, blocking SMS/
voice....

Action: Evolve from level 2 to 3 - App Authenticator (Push) obrigatério.

AUTH-005 [High]

Block interactive login and rotate Service Account secrets every 90 days (or use Managed
Identity)....

Action: Evolve from level 2 to 3 - Rotacdo manual periddica (Planilha de controle).

AUTH-007 [High]
Disable legacy protocols (Basic Auth: POP3, IMAP, SMTP) globally....

Action: Evolve from level 2 to 3 - Bloqueio parcial ou por excecao manual.

JML-003 [High]

Automate exit 'Kill Switch': Blocking and revocation of tokens in <15 min after HR
termination....

Action: Evolve from level 2 to 3 - Manual (No mesmo dia - Obrigatério).

JML-005 [High]

Detection of orphan accounts (Reconciliation): Compare AD vs HR weekly to find
ownerless accounts....

Action: Evolve from level 2 to 3 - Comparacao manual mensal (Vlookup).

MON-001 [High]

Centralize Audit/Sign-in Logs in a SIEM. Retention: 90 days (hot) / 365 days (cold)....
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Action: Evolve from level 2 to 3 - Backup manual esporadico para Storage.

MON-004 [High]

P1 alerts for changes to Tier 0 groups (Global/Domain Admins) with out-of-band
notification....

Action: Evolve from level 2 to 3 - Relatdrio didrio de mudancas.

MON-006 [High]

User feedback ('Not me') in MFA generates an immediate security incident in the SOC....

Action: Evolve from level 2 to 3 - Feedback gera log para revisao.
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