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Executive Summary

1.48 25 25 11

OVERALL SCORE CONTROLS GAPS CRITICAL

Maturity by Domain

Domain Average Score Level
Autenticacao 1.57/5 0
Ciclo de Vida (JML) 1.33/5 (1)
Monitorizacio (MON) 1.83/5 (1)
Privilégio (PAM) 1.17/5 (1)

Compliance by Standard

Standard Compliance Compliant Controls
ISO 27001:2022 0/44
0.0%
NIST CSF 2.0 0/27
0.0%
CIS Controls v8 0/28
0.0%
LGPD/GDPR 0/25
0.0%
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IBGC 62 Edigao 0.0% 0/38

PSI-CORP-001 0/15
0.0%

ISF SGP 2024 0/25
0.0%
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Maturity Gaps

Control Domain Current Target Priority
JML-002 Identity Lifecycle (JML) Q Q Critical
PAM-002 Privileged Access (PAM) Q G Critical
AUTH-002 Authentication (1) (4] Critical
AUTH-004 Authentication o Q Critical
AUTH-006 Authentication G G Critical
JML-004 Identity Lifecycle (JML) (1) (4] Critical
JML-006 Identity Lifecycle (JML) (1) (4] Critical
MON-002 Monitoring (MON) (1) (4] Critical
PAM-003 Privileged Access (PAM) 0 Q Critical
PAM-005 Privileged Access (PAM) 0 G Critical
PAM-006 Privileged Access (PAM) (1) (4] Critical
AUTH-001 Authentication (2] (4] High
AUTH-003 Authentication (2] (4] High
AUTH-005 Authentication (2] (4] High
AUTH-007 Authentication (2] (4] High
JML-001 Identity Lifecycle (JML) (2] (4] High
JML-003 Identity Lifecycle (JML) (2] (4] High
JML-005 Identity Lifecycle (JML) 9 G High
MON-001 Monitoring (MON) (2] (4] High
MON-003 Monitoring (MON) (2] (4] High
MON-004 Monitoring (MON) (2] (4] High
MON-005 Monitoring (MON) (2] (4] High
MON-000 Monitoring (MON) 6 G High
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PAM-001 Privileged Access (PAM) (2] (4] High
PAM-004 Privileged Access (PAM) (2] (4] High
Recommendations

JML-002 [Critical]
Review trigger on transfers: a change of role in HR initiates access recertification....

Action: Evolve from level 0 to 1 - Acessos acumulam (Privilege Creep).

PAM-002 [Criticall
Separate accounts: adm-user (no email/web) for management and user for daily use....

Action: Evolve from level 0 to 1 - Mesma conta e-mail/admin.

AUTH-002 [Criticall
Enforce MFA for all users with Number Matching to mitigate MFA fatigue....

Action: Evolve from level 1 to 2 - 100% de cobertura, permite SMS.

AUTH-004 [Criticall

Real-time checking of banned passwords against global (pwned) lists and company
dictionaries....

Action: Evolve from level 1 to 2 - Politica de complexidade basica.

AUTH-006 [Criticall

Enforce re-authentication for critical actions (e.g., viewing sensitive data) regardless of
token....

Action: Evolve from level 1 to 2 - Re-autenticacao apenas para reset de senha.

JML-004 [Criticall

Quarterly Access Certification campaigns with automatic revocation if there is no
response....

Action: Evolve from level 1 to 2 - Revisao apenas de Admins (Manual).

JML-006 [Critical]
Strict expiration (TTL) for guest (B2B) accounts, requiring sponsor renewal....

Action: Evolve from level 1 to 2 - Validade anual manual.

MON-002 [Criticall
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Automatic blocking based on Risk (User/Sign-in Risk) for high-risk events....

Action: Evolve from level 1 to 2 - Reativo (Check esporadico).

PAM-003 [Criticall]

Remove local administrator account and use LAPS for unique, per-workstation rotated
passwords....

Action: Evolve from level 1 to 2 - Senhas diferentes (Excel/KeePass).

PAM-005 [Critical]

2 monitored Emergency (Break Glass) accounts, cloud-only, excluded from MFA and with
a long password...

Action: Evolve from level 1 to 2 - 1 conta (uso didrio se precisar).
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